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II. Update Whistleblowing Law

Professor Dr. Michael Johannes Pils

HWhistleblowing And European Culture

= Basic Conflict: Reputation of employer/trade secret protection vs. duties
of employees and freedom of speech

= History: Several cases in Germany showed low protection of
whistleblower: Generally, it is illegal to report internal affairs to externals
(damaging of the reputation of the employer), e.g.:

= Alte Apotheke Bottrop-Case: Whistleblowing regarding fraudulent
behavior of a pharmacy in context with cancer therapy

= DZBank and Ms Andrea Fuchs (insider information etc.) — 20 dismissals
= Berlin DRK hospital case: Billing fraud in hospital X-ray department
= Haus der Geborgenheit: Working time fraud of care service center

= European Court of Human Rights: Federal State of Germany has been
punished to pay EUR 10,000 as a compensation due to violation of Human
Rights (freedom of speech) — decision 28274/08
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B Overview about Basic Regulations for Whistleblowers



Key word Explanation

Applicabiltiy Internal reporting channels (companies more than 50 employees: Internal reporting channels, Art. 8; companies
with more than 250 emplyoees: as of December 2021; mid-sized companies between 50-249: As 17 December
2023 at the latest)

Respond/Reporting Internal reports to be responded within three months at the latest (Art. 9), i.e.: Investigation obligation of
management; companies can appoint own departments or external parties to manage the reporting/response

procedure

Grievance Violation of EU laws, e.g. enviromental protection, tax law, money laundry, consumer protection, product,

food/feed safety, public health protection (Art. 2)

Protection Protection of whistleblower (irrelevant of reporting channel, even if in case of public disclosure), especially
against dismissals, degradations, comparable discrimination (Art. 19); burden of proff against the company (Art.
21 para. 5)
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B Implementation Status of EU law

Directive (EU) 2019/1937 of 23 October 2019 on the protection of persons
who report breaches of Union law, — implementation delayed...
= www.whistleblowingmonitor.eu

Member State Status Update

Germany Delayed To be expected soon; significant deviations of the directive, e.g. wide
applciabiltiy — not only emplyoers but also, for instance suppliers; group-
wide central whistleblowing department

Austria Delayed Draft was heavily criticised as too complex and unclear. Applicability:
Companies over 50 employees.

France Law adopted New law as of 4 October 2022; externals rights to report to specific
authorities; the new law has been already criticised

Italy Delayed The Italian Parliament has approved a new delegation law to enable the
government to restart the implementation of several directives, inter alia the
whistleblower directive; a new law might be to be expected within 10
months.

The Netherlands Delayed A respective bill has been provided to the Parliamentin Summer 2021,
however, the discussions are still ongoing; infringement proceedings against
the Nethelands have been initiated by the EU Commission.
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STATUS OF TRANSPOSITION

Delayed

Low adopted

Status (November 2022):
Not started: 1/27
Delayed: 127

Law Adapted: 127
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HWhistleblowing System: Benefits for companies

A well operating whistleblowing system is a central component of an effective
compliance management system. In addition to identifying compliance
violations, the whistleblowing system also serves to determine whether the
preventive compliance measures taken are effective and prospective
misconduct can be effectively avoided.

A whistleblowig system also helps to identify necessary adjustments and
improvements to the compliance management system and, at the same time,
to maintain early-stage-knowledge of the facts underlying the violation to the
benefit of the company concerned and, if necessary, to be able to address the
situation promptly.




e Setting up a compliance management system is a core duty of
management!

e Without an adequate system, the Manager her/himself will be liable (cf.
Higher Regional Court Nurnberg, 30 March 2022, 12 U 150/19)
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B Whistleblowing — Legal Framework

The implementation and operation of a whistleblowing system must comply with the following
legal framework, which is a result of EU parameters:

A whistleblower office The company's The introduction of a whistleblower = When operating a

provides a source of management is legally office must be implemented whistleblower system, the
knowledge for violations  obligated to investigate effectively under labor law data of the whistleblower as
of regulations reported violations of well as the accused

= Without labor law commitment in
= |t prevents the initial them if necessary, and to terms of technology and processes,
leakage of critical take measures to ’prevent the regulatory obligation to implement

information. The future violations cannot be fulfilled effectively perspective and processed

company therefore : : .
retaigs tﬁe initiative for > Otherwise there is arisk " |he worker’s council has a right of ::r)\sc(;)\rl'ngarmlty with the

regulations, sanction persons or other third
parties have to be protected

from a data protection

investigation, but also of liability due to co-determination if a web-based
must investigate in this organizational whistleblower tool is introduced. = Otherwise, there is a risk
event. negligence gtsf;)irtgo—determlnatlon rights are in of fines and claims for

damages by the persons
affected.
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B Whistleblowing — Legal Framework (Germany)

Important details of the current draft of the German Whistleblower Protection Act (Draft Bill No 20/3r442 of 19 September 2022; first

hearing on 29 September 2022):

= Initially, only companies with at
least 250 employees will be
required to set up internal
reporting offices; as of
December 17, 2023, this will
apply to companies with at least
50 employees.

= Violations covered (in addition
to EU law): criminal offences
and misdemeanors (where there
is a public interest); e.g. product
liability, environmental protection

The German draft explicitly does not
follow the EU Commission:

According to the German draft, it is
permissible

v’ to establish a central internal reporting
office at the parent company

v' To outsource the internal reporting
office to third parties.

However, the responsibility for the
examination and investigation of the
reporting cases should remain local.

Independency/no conflict of interests;
detailled reporting oblgiations.

The range of fines has been expanded (§ 40).

= Those who do not set up an internal reporting
office risk a fine of up to 20,000 €.

= Reprisals against whistleblowers and
obstruction of whistleblower reporting can be
punished with a fine of up to 1,000,000 €.

= Enforcement by authorities (currently under
discussion)

= However, the reversal of the burden of proof in
favor of the whistleblower shall not apply in
administrative fine proceedings, but in labor law
disputes.
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Bl Germany: Internal vs. External Channel



= Whistleblower (employee) can select internal or external whistleblower channel (§ 7)

= Nota bene: Previously, the Federal Labour Court stated that internal channels have to be used first (cf. Federal Labour
Court, 5 December 2019, 2 AZR 240/19; 15 December 2016, 2 AZR 42/16); third parties reporting was allowed in case of
criminal proceedings, serious crimes conductor by the employer or in cases where the whistleblower could not expect any
help from the employer.

= However: The new German Law provides only a very limited circle of external channels:
= Federal office of Justice https://www.bundesjustizamt.de/EN/Home/Home node.html
= Contact offices (to be implemented by the federal states)

= Federal Financial Supervisory Authority https://www.bafin.de/EN/Homepage/homepage node.html
= Bundeskartellamt (competition authority) https://www.bundeskartellamt.de/EN/Home/home_node.html
= Further external channels of the Federal German Republic to be implemented (cf § 23)

= Information of press/public channels only:
= |f the whistleblower does not receive an adequate reaction within three/six months (§ 29) or
= If there’is an obvious and direct danger towards public interests.
= Main challenge: Trade Secrets can be also disclosed to external channels under certain circumstances (§ 6)
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mRights & Duties of the Recipient

Recipient of the whistleblower report must be determined in advance
(internal /external; legal or compliance department) and should be trained
on how to deal with the reports.

- The whistleblower shall be notified within seven days after the receipt of the
report

- Checking whether the reported violation falls within the scope of application

* Maintaining contact / dialogue with the whistleblower

- The whistleblower shall be provided with feedback on the status of the
investigation and any corrective measures no later than three months after the
confirmation of receipt.

* Duty to maintain confidentiality - Caution: risk of personal fine under the
current draft of the Whistleblower Protection Act!

* Duty of investigation and duties of remedy (in consultation, if necessary) with
Management, Legal und HR.

mRights & Duties of the Whistleblower

* Duty to provide truthful information exclusively based on subjective standards.
- Duty to cooperate in clarifying the facts of the case
- Comprehensive protection against sanctions under labor law, e.g.

- discrimination or exclusion




* negative performance appraisal
- official warning, dismissal, transfer, suspension, demotion.
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B Confidentiality

- Each report must be treated as strictly confidential. The compliance officer
should explicitly commit to this in a separate declaration.

 Consideration of the Least Privilege / Need to know — principle.

 Confidentiality not only with regard to the identity of the whistleblower but also
with regard to all persons named in the whistleblowing report.

Recommendation:

Conclusion of a separate confidentiality agreement for all employees
who might be in contact with data and / or documents of the internal

investigation.

H Confidentiality

How to deal with anonymous reports?



According to the EU Guideline, the receipt and clarification of anonymous reports are not obligatory.

Advantage Disadvantage
for companies when receiving anonymous reports: for companies: More difficult possibilities of clarification and

increased processing effort.
Higher incentive effects for reports, sovereignty of
interpretation over content, employees are thus discouraged
from turning to external reporting offices.

Best Practice:

Allow anonymity, dialogue with anonymous whistleblowers and
"counselling" about possible consequences of anonymity (e.g. in
labour court proceedings), never persuade the whistleblower to
give up anonymity.
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B Application of the GDPR

* GDPR applies to personal data processing in context of reporting (Art.
17), e.g. principles of lawfulness, purpose limitation and data minimization

* This applies to personal data of reporting persons as well as any persons
accused by the report and other involved persons

- Art. 19 of the Whistleblowing Directive highlights that only personal data
necessary for the handling of reports may be collected and processed

- Applicability of the GDPR entails competence of supervisory authorities and
the applicability of the GDPR sanctions regime

- Organizational obligations to taken into account when establishing a
reporting channel include

* Introduction of technical and organizational measures

- Establishment of deletion routines, efficient procedures for dealing with data
subjects' rights, as well as requests from supervisory authorities

- Maintaining a register of data processing activities

B Challenges: GDPR Compliance and Whistleblowing Directive

- Where reports include accusations against particular persons, companies will
have an interest to investigate without information of the accused person in




order to prevent concealment and destruction of evidence

- However, where personal data is processed, controllers are required to inform
data subjects of such processing due to Art. 14 GDPR

- Art. 14 para. 5 GDPR contains exception if information would counteract the
processing purpose; restrictive handling required

- Similar tensions arise when data subjects actively request information in
accordance with Art. 15 GDPR

 Generally a balancing of interests will be required, especially relating to the
disclosure of the identity of the whistleblower

* Right to erasure

- After closure of internal investigations, all personal data relating to the report
generally must be deleted after 2 months

- This leaves companies without defence/evidence if accusations arise in the
aftermath

* Reports relating to multinational companies and activities outside the EU

- As far as possible, reports should be dealt with locationally only, or at least
within EU borders

- If absolutely necessary to transfer data outside the EU, compliance with
Chapter V of the GDPR must be ensured

« Particular attention required regarding Schrems Il judgement, according to
which controllers are subject to comprehensive examination obligations and
must ensure that sufficient data protection standards exist in the country of
destination
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